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,\ Space Security Law challenges
Matgorzata 1. Introduction
Polkowska

Before 1957, when the Soviet Union launched its first satellite, there were two main directions
in the then airspace doctrines. According to the first of them, the state can extend its sovereign
power and control over this space. According to the second, the above-air space was considered
to be common property (res communis). Until the beginning of the era of space flight, however,
there was no clear solution to this issue, both in practice and in international agreements. After
the Soviet Sputnik was launched into space, it turned out that the principle of state sovereignty

over the airspace above its territory could not be upheld with regard to space exploration. "

In the search for an appropriate formula for the international legal delimitation of space, the
factor of very important political importance was also used - the need to protect the state’s
security. Some authors, however, believe that because, so far, it has not happened even once
that one state has protested against another against the violation of its sovereignty (due to the
passage of a space object through its airspace), one can speak of education norms of general
customary international law. This standard provides for the admissibility of such flights, provided
that they do not pose a threat to essential, international law, protected interests of the state,

and in particular to its safety.?)

2. The space law

The term “space law” is broad and numerous attempts have been made to define it. While some
considered it in a limited scope as a set of regulations on travelling to destinations away from

the surface of the Earth, others saw it as a standard for all relations arising in connection with



the exploration and utilization of space, or as a system of provisions for defining the status of extra-at-
mospheric space, notwithstanding celestial bodies. According to its first- narrow definition, space law
encompasses the entire scope of regulations defined in treaties as well as developed from customary
norms that determine the terms and conditions to follow by state actors (and to a certain extent also
by interstate organizations) with respect to actions undertaken for the exploration and use of space.
The second category is the space law in its broader sense, which, alongside the norms regulating the
interstate relations, comprises the dispositions of laws regulating various aspects of space activities

issued by and applicable in individual states.

Space law has become to be recognized as a branch of law that deals with space activities. The term
refers to the provisions of the international law set out in five international treaties and principles
governing space, developed under the auspices of the United Nations. Space law is also a system of
international agreements (bilateral or muiltilateral), treaties, conventions and other norms introduced
by international organizations, such as the UN Committee on Peaceful Uses of Outer Space (UN-
COPUQS) or International Telecommunication Union (ITU). Furthermore, the term includes national

administrative provisions and court decisions.

The tacit acceptance by states, without protests, of the principle of free flight of artificial satellites
over their territories can be treated as the establishment of a new rule of international customary law
overnight, according to which state sovereignty does not extend to a height enabling the placement of
artificial satellite in orbit. However, this consent could also only be interpreted as allowing for a harm-
less passage of satellites without prejudging the status of the space used by them, just as the right of

the innocent passage of foreign seagoing vessels through territorial waters is recognized.?

Thus, immediately after 1957 the further development of the space law went towards the recognition
of outer space as a common good. By relinquishing claims of territorial sovereignty, states have taken
steps to achieve common goals. The development of space law accelerated in 1958, when the UN
General Assembly established UN COPUOS. This committee created two subcommittees, one for legal
and one for science and technology.#) It was a turning point for international cooperation in space and

for the development of international space law.

Another significant step in the development of space law was made in 1963, when the UN
General Assembly adopted a declaration of legal principles governing activities in the field

of space exploration and use. This resolution laid the foundations for the 1967 space system.
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COPUOS then created four other international treaties governing human activities in space. In
addition, a series of legal rules have been created regarding the use of space (including in matters
of direct satellite broadcasting, remote sensing and nuclear weapons).”) Apart from contracts, the
sources of space law include customary practice. The three customary space principles were intro-
duced in 1967 in the space system © : prohibition of the appropriation of space by states, freedom
of exploration and the principle of using the space. After 1967, many “space customs” were codified
in various treaties adopted by the United Nations. Although many states have not adopted these

treaties, they are obliged to recognize these customary standards.

Another source of space law is the general principles of law recognized by civilized nations.
The rules cover issues such as the exploration and use of space, including the moon and other
celestial bodies. The sources of space law also include unilateral acts of states. In such acts,
the state imposes general norms, rights and obligations in its relations with other subjects of
international law. There are different categories of unilateral acts: acts of jurisdiction, acts of
conferences and international organizations. Unilateral acts can be reflected in national law or
they can be administrative acts - they are an important element in the treaty-making process
(for example, declarations by states about the peaceful use of space). In many cases, unilateral
acts of states constitute acts in international space law, even if they are only part of the common

law for which they were precedents.”)

As already mentioned, thanks to COPUQS, the UN General Assembly adopted in 1963 the Declaration
of Legal Principles governing the Activities of States in the Study and Use of Outer Space.?’ In 1966,

the adoption of a treaty governing outer space was recommended.?’)

The outer space treaty was adopted on January 27, 1967 and signed simultaneously in Moscow,
London and Washington. Article | paragraph 2 of the treaty provides for the freedom of outer
space. It confirms that outer space, including the Moon and other celestial bodies, is not subject
to appropriation in any way and emphasizes that the exploration and use of outer space should
serve the benefit of all mankind (Common Heritage of Mankind - CHM).'®) Outer space, including
the Moon and other celestial bodies, is free for exploration and use by all nations, without dis-
crimination of any kind, on an equal basis and in accordance with international law. This freedom,
defined by law (the principle of non-discrimination, equality and compliance with international
law), applies to both legal persons and international organizations. The Moon and other celestial

bodies were considered to be no man’s thing (res nullus) or the common earth (terra communis).



The 1967 space system does not define the exact boundary between air and space, but lays
down the foundations of international space law. This treaty is part of international law and

respects its principles.'”

Thus, the 1967 space system prohibits “national” appropriation of space and celestial bodies.
The only sovereign entity authorized to manage non-territorial real estate is the international
community affiliated to the United Nations, which acts in the interest and benefit of all mankind.
Nevertheless, states, or private entities, can launch their satellites to a specific orbital position
around the Earth and build and send devices and installations on the Moon and other celestial

bodies. They will not only be able to occupy or sell land.

3. Militarization of Outer Space

The fair and responsible use of space is neither an idea nor fantasy. It is rather a necessity
for every space actor in the world. A stable and safe space environment is an absolute
necessity for civil, commercial and military space actors. Without a stable and safe environ-
ment, it would be difficult for any of them to provide continuous services vital for on-the-
ground activities. Many, if not all states, are largely dependent on space assets for providing
commercial, social, political and military services. The security of those assets is the number
one priority for mankind.'? In the 1980s, after the space treaties were adopted by the UN,
the international community, and particularly the legal subcommittee of the UN, UNCOPU-
0S, formulated the legal principles for space activities. However, the provisions were not
introduced in the form of treaties but as annexes to the UN General Assembly Resolutions.
Although these resolutions are non-binding, there is a general consensus that they repre-
sent great value for international legislation with regard to television or radio broadcasting

and to the use of nuclear weapons.

In the case of legal regulations on satellite communication, unlike the ones concerning other
applications of satellite technologies, the international community has resolved that more
advanced regulations are due, and thus the International Telecommunication Union (ITU)
was established. However, with regards to another absolutely fundamental technology of
the modern age, the Global Positioning System (GPS), there have been no specific regula-

tions for its use thus far.
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Satellite communication is mainly regulated by the ITU Constitution and Convention, which rec-
ognizes two essential reasons that necessitate international regulation in satellite telecommuni-
cation. Firstly, the radiofrequency spectrum is limited and, therefore, requires regulation in order
to prevent states using the same or similar frequencies. Secondly, with the advent of satellite
telecommunication, it became widely recognized that the use of Geostationary-Satellites must be
subject to control (according to Article 44 of the ITU Constitution). The ITU Constitution states
that telecommunications equipment of a given country cannot be established or operated so as
to cause “harmful interference” in radio communication or radio services of other states. The term
(“harmful interference”) is defined in the Annex to the ITU Constitution, which specifies it as “In-
terference which endangers the functioning of a radio navigation service or of other safety services
or seriously degrades, obstructs or repeatedly interrupts a radio communication service operating

in accordance with the Radio Regulations)”.'?

Article 48 provides, inter alia, that Member States have the right to military radio installations,
but these installations must provide assistance in crisis situations, prevent harmful interference
and comply with other relevant emission and frequency regulations for these services. Following
from this, it should appear that Article IV of the OST concerns not only activities in peace, and
interpreted broadly, these provisions effect in the elimination of “freedom” with respect to military
radio installations. Neither Article 2 Paragraph 4, nor Articles 42 and 51 of the UN Charter' prohibit
the use of satellites by state armed forces (Charter of the United Nations). Article IV of the OST
(Treaty on principles governing the activities of states in the exploration and use of outer space,
including the Moon and other celestial bodies - Outer Space Treaty of 27 January 1967)" prohibits
placement of nuclear weapons and other weapons of mass destruction in outer space. However,
this provision does not prohibit the stationing of different types of weap=onry in outer space for
military purposes, such as conventional or laser weapons. In addition, it does not ban the use or
detonation of nuclear weapons or weapons of mass destruction in outer space. As a result, Article

IV (OST) does not prevent states from using outer space for military purposes.'®

The provisions of Article IV will have priority over other treaties, nevertheless, according to
Article 2 Point 4 of the UN Charter, Members States should refrain in their international relations
from threatening the use of force or the use of force against the territorial integrity or political
independence of any state or in any other manner that would be inconsistent with the purposes

of the United Nations.The rule prohibiting as ius cogens the use of force by states is obligation



erga omnes, binding all states to the customary norm.The UN Charter (Article 42) authorizes
the Security Council to deploy air, sea or land forces whenever it is necessary to maintain
or restore international peace and security. States are obliged to comply with the Security
Council's decisions, including those under Article 42 of the UN Charter. Hence, the Security
Council’'s decisions to use military forces in outer space will take precedence over prohibitions
or obligations specified in Article IV of the OST. With respect to self- defence, Article 51 of the

Charter provides that none of the provisions of the Charter shall violate the natural right of UN.

Member States under attack to individual or collective self-defence prior to the Security
Council’s response and engagement of measures necessary to maintain international peace
and security. The states are obliged to notify the Security Council of the employed defensive
measures and should not violate the competence and liability arising from the UN Charter
to take action whenever it deems necessary to maintain or restore international peace and
security.”” The principle of peaceful exploration. Authors researching military uses of outer
space (communication satellites or remote sensing) conclude that current international laws

contain no provisions that would prohibit military use of satellite applications.

Article Ill of the OST provides:"States Parties to the Treaty shall carry on activities in the
exploration and use of outer space, including the moon and other celestial bodies, in accordance
with international law, including the Charter of the United Nations, in the interest of maintaining
international peace and security and promoting international cooperation and understanding
was formulated in the Outer Space Treaty for the purpose of ensuring that armed conflict
experienced should not extend from the terrestrial level to outer space”. This is supported by
partial demilitarization of outer space, in particular the prohibition of placing nuclear weapons
or weapons of mass destruction in the orbit around the Earth, installing nuclear weapon and

weapons of mass destruction or establishing or fortifying military bases on celestial bodies.

Consequently, the relation between the OST and the UN Charter is that the former recognizes the
primary object of maintaining international peace and security in the exploration and use of outer
space i.e. the main purposes for which the international community established the United Nations.
The OST should not be inconsistent with the object and purpose of the UN Charter. A result, the
exploration and use of outer space should be for peaceful purposes; otherwise the use of outer
space for purposes other than peaceful ones will be contrary to international law and in particular the

Charter of the UN and will not be in the interest of maintaining international peace and security.'®
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The Vienna Convention on the Law of Treaties of 22 May 1969'9 provides that in the case of
incompatibilities between subsequent treaties, these are the provisions of a later treaty (OST)
that prevail over an earlier one (UN Charter), in accordance with Article 103 of the UN Charter.
In this context, the prohibition expressed in Article IV of the OST would take precedence in all
circumstances except for when the Security Council resolves that a military action, including de-
ployment and use of force prohibited under Article IV of the OST, is sanctioned under Article 42
of the UN Charter. On the other hand, one must take into account the fact that the right to indi-

vidual or collective self-defence is the right to exist as ius cogens of customary international law.

Article 53 of the Vienna Convention provides that a treaty is void if, at the time of its conclusion,
it is contrary to the mandatory norm of general international law. Within the meaning of the
present Convention, the normative norm of universal international law is the norm adopted
and recognized by the entire international community of nations as a norm from which no
derogation is allowed and which can only be changed by a later norm of international law of
the same nature, therefore, if Article IV of the OST is a general international norm ius cogens,
then the ius cogens right to individual and collective self-defence will take precedence over
the prohibitions emerging from the OST, should such prohibitions are in fact expressed. Thus-
worded construction explicitly states that the legal use of force by one or more countries,
sanctioned under Article 42 or 51 of the UN Charter would not be limited by the provisions of
Article IV of the OST. This is a particular case regarding the placement of nuclear weapons and
weapons of mass destruction in the outer space and the demilitarization of the Moon and other

celestial bodies.

The use of force for purposes other than peaceful by one or more states or acts of military
aggression would be subject to Article IV of the OST.29 The scope of the prohibitions described
in Article IV, moreover, depends on whether its interpretation is narrow or broad. A narrow
interpretation could read that the wording “exclusively for peaceful purposes” is limited to
specific activities listed by name (establishing military bases, installations and fortifications,
testing each type of weapon and conducting military operations on celestial bodies). Following
the logic of the International Court of Justice (ICJ) ruling in the case of the Lotus ship,2" it
appears that what is not enlisted as prohibited is consequently allowed. When considering the
right to self-defence, it is possible to consider whether these restrictions apply only in peace and

whether the application of the right to self-defence remains possible.



Lotus case concerns the collision that occurred in 1928 on the high seas, and involved two
vessels, the Turkish and French one, in which the French captain was found responsible Turkey
decided to launch a trial against the French captain under its own jurisdiction, as a result
triggering a negative reaction from France, whose authorities claimed that in such a case the
captain of the ship should be tried before the French court. The dispute was resolved by the
Permanent Court of International Justice, which stated, inter alia, that the materials submitted
by France are indeed applicable in the inter-state practice. Simultaneously, the tribunal found
that the necessary element of the custom was the conviction that the state, while acting in a
certain way, was obliged to do so. It should be noted that countries are reluctant to adopt a

broad interpretation for sharp terms as it limits their national security.

Regarding the wording used in OST in the expression of the norm “exclusively for peaceful
purposes,” it should be mentioned that the word “attack” is not listed among prohibited activities.
The omission of this word strengthens the arguments that the prohibition in Article IV applies

only to military operations in peacetime.

In military use of satellites, adopting the broad definition of “peaceful purposes” will result in
increasing the number and frequency of their permissible military applications; on the other hand,
a narrower definition of “peaceful purposes” may cause legal limitations to their certain outer

space applications for military purposes.

In international law, the word “attack” is a concept of the law of armed conflicts that Article 49 (1)
Additional Protocol 1to Geneva Conventions of 1949 22 defines as an act of violence against an
enemy; in accordance with Article 49 (2) attack can be either offensive or defensive, regardless

of territory or international space.

Furthermore, we must take note of the specific wording employed with respect to actions
prohibited under Article IV of the OST, which does not use the prefixes synonymous to “such
as.” Consequently, these are only the activities that are mentioned that are prohibited, and it can
be presumed that the list is closed and limited to those specific activities. From the grammatical
viewpoint, mentioning them is neither open nor closed, expressions such as “like” or “similar
activities” are not used either. By virtue of a broad interpretation, such enumeration must be seen

as an example of forbidden activities.
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4. The space security

In recent years, due to the militarization of space by some countries (mainly the USA, Russia and
China), the issue of security in space has become increasingly important. The term “security” is
understood here in the sense of the United Nations Charter 23 (ang. security?#), and not “safety”,
which, although it means the same in Polish, here refers only to technical aspects, e.g. in space
operations, or in the aspects of protection of the space environment.?> The new concept of
“space security law” denotes the legal aspects of security in space and is therefore a concept

broader than “security” itself.

The authors of the Yearbook on Space Policy understand the term “space security” narrowly and
apply it only to military aspects.?®) This term also appears in some works by English-language
authors in a broader sense.?” For example, John L. Pelton and Ram S. Jakhu include in it the pro-
tection of human life and the space object during all phases of a mission, regardless of whether
it is a manned or unmanned flight. Their definition applies to all aspects of spaceflight: before
launching a spacecraft, during the launch itself, during its stay in orbit, returning and landing, as
well as the protection of people, infrastructure, unmanned satellites, including communication,

observation, reconnaissance and science.?®)

Space Security is also recognized as “the secure and sustainable access to, and use of, space
and freedom from space-based threats”. This definition encompasses the security of the unique
outer space environment, which includes the physical and operational integrity of man-made
assets in space and their ground stations, as well as security on Earth from threats originating in
space’. This definition can be expanded further to encompass the crucial role played by space
systems in support of defense and security activities on Earth. In this report, ‘Space Security’
is understood primarily as ‘Security in Outer Space’ referring to the protection of space infra-
structure from threats so that this infrastructure can fulfil its specific functions as expected. In
this case, activities in the field of Space Security encompass the set of political, legal, economic
and technical provisions required to ensure an “accessible’, “affordable” and “safe to operate” in
space environment. There are three definitions “security in Outer Space” (the protection of the
space infra-structure against natural and man-made threats or risks, ensuring the sustainability
of space activities and “Outer Space for Security” (the use of space systems for security and

defense purposes.



“Security from Outer Space” means the protection of human life and the Earth environment
against natural threats and risks coming from space. The space infrastructure can be described
as a network of space-based and ground-based systems interconnected by communication
channels and enabled by access to space capabilities. It includes: a space segment (all systems
of the infrastructure located in orbit, namely satellites required for the conduct of operations
and delivery of intended service), a ground segment (all systems of the infrastructure located
on the surface of the Earth and necessary for the conduct of operations in space and delivery
of data and signals), an user segment (sub-part of the ground segment and composed of
complementary ground-based systems required for the delivery of full-fledged space services
accessible by end-users) and a down-links and up-links to interface between the space and
ground segments (i.e. including users’ equipment) and to operate the space system and
receive its data. The uplink refers to signals trans-mitted from the ground to space and the

downlink refers to signals received on the ground from space.2?

Space security today meets some challenges. The space domain is undergoing a significant
set of changes. A growing number of states and commercial actors are getting involved in
space, resulting in more innovation and benefits on Earth, but also more congestion and
competition in space. From a security perspective, an increasing number of states are looking
to use space to enhance their military capabilities and national security. The growing use of,
and reliance on, space for national security has also led more states to look at developing
their own counterspace capabilities that can be used to deceive, disrupt, deny, degrade,
or destroy space systems. The existence of counterspace capabilities is not new, but the
circumstances surrounding them are. Today there are increased incentives for development,
and potential use, of offensive counterspace capabilities. There are also greater potential
consequences from their widespread use that could have global repercussions well beyond
the military, as huge parts of the global economy and society are increasing reliant on space
applications. There is a significant development of a broad range of kinetic (i.e. destructive)
and non-kinetic counterspace capabilities in multiple states. However, only non-kinetic

capabilities are actively being used in current military operations.
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5. Security and the law

Despite this, the strategic “state” vision of “space security” is now being supplemented thanks
to the increasing participation of private entities in space exploration, mainly from the USA. It
can be concluded that the phenomenon of global privatization has been going on for 25 years
there, and thus an increasing part of the society is directly involved in space activities. As a
result, the initial balance between the USSR and the US on this issue was upset in favor of
the US. States with a developed space industry, so far, bear the costs arising from the risk of
their activities themselves and do not impose their safety standards on new participants who
want to develop their activities in space, but this situation may change. As some authors judge,
we have now come to the point where the costs of doing nothing in the interests of “space
security” are higher than the costs of adopting or implementing specific security measures.

However, they require integrated action by governments and other actors. 39

There is therefore a need to create international standards and the so-called good practices
to ensure that the space can be used for new generations. Often, however, only politics and
business are at stake in stakeholder negotiations. Nevertheless, “space security” is supported
by the governments of some countries, as well as by those industrial and business sectors
that invest significant capital in space activities. As a result, a large number of initiatives are

emerging, in particular in the prevention of “arming” or the arms race in space.

Currently, the use of space is increasingly important also for the economy of individual states.
The benefits resulting from it can be found in such areas as: satellite telecommunications,
transport, remote sensing, Earth observation and navigation services. Space is also important
for weather forecasting and search and rescue (it is estimated that satellites have saved about
10,000 people so far). In addition, there are dual-use technologies that can have both civilian

and military applications (communications, observation and positioning satellites).3"

The value of space activities for the world economy is estimated at approximately $ 320 billion;

a day without satellites would have a negative impact on the daily life of citizens.

Today, there are over 70 space agencies in the world, 13 countries have independent systems
for launching space objects, more than 60 countries operate satellites, of which there are cur-

rently over 1,300 (the vast majority of which are commercial satellites). National governments



are no longer dominant in space activity; Private enterprises play an increasing role. Thanks to
modern technology, the number of satellites for Internet services is increasing. The operation
of small satellites, which are cheaper to operate, is also expected to increase significantly (e.x.

cubesats).3?

On the other hand, more and more countries are using commercial satellites for military purpos-

es, as well as developing and testing weapons in space.

As already mentioned, the use of space is indispensable for the armed forces of many countries.
Until recently, observation satellites for military use could detect 10 cm objects from an altitude
of 150-250 km. Now, modern commercial remote sensing satellites can detect small objects
from a height of 400 km. Operation Desert Storm in 1990 is considered to be the first "Star War".
As US Air Force Chief of Staff Merril McPeak said: "This operation was the first opportunity to
use the potential of modern space devices used in a land conflict." During this operation, space
systems were integrated with traditional combat methods. At that time, the USA and the Allies
had at their disposal: 7 remote sensing satellites (operating 12 times a day in military operations),
15-20 reconnaissance satellites, 3 weather satellites, 4 military communication satellites, 16
navigation satellites (GPS).3? Additionally, civilian remote sensing satellites were used (including

SPOT and US Landsat).?

Technically developed countries are almost completely dependent on space, in which there
are devices ensuring communication (civil and military) enabling the transmission of, inter alia,
meteorological data and information on the position of airplanes, ships and space objects.
Hitting these systems means not only blinding the army, but also paralyzing entire countries.3%

Currently, the process of militarization of the space continues.3®

On the other hand, trends towards the protection of Space are intensifying. This protection is to
ensure safe and permanent access to space and at the same time reduce any possible threats
coming from this direction (space-based). It seems that the best path here is mutual agreement
of states. Hence, state-led space diplomacy has become an indispensable element of efforts to
ensure peace and security in the world. The general understanding of international peace and
security on earth comes from the UN Charter; it is the main goal of this organization (Article 1
of the Charter). This task is now expanding to include outer space.?”” The ongoing arms race in

space is not entirely limited by international agreements.

19

I =5

Space Security Law
challenges

L —
32. N. Palkovitz, Small
satellites and develop-
ments in space law, [pre-
sentation at the confer-
ence]:“International Air
and Space Law”, Gdan-
sk, 15 November 2013,
p. 56.

33.B.Hoffmann-Wel-
lenhof, H. Lichtenegger,
E. Wasle, GNSS - Global
Navigation Satellite Sys-
tems: GPS, Glonass, Gali-
leo and more, Wien, New
York York 2008, p. 309
and the next.

34. P.K. Gleeson, Legal as-
pects of the use of force in
space, IASL, McGill 2005,
p. 2 and the next (IASL
McGill, Montrealu).

35.Ch.M. Petras, The con-
vergence of U.S. Military
and commercial space
activities: self-defense
and cyber-attack, “peace-
ful use” and the Space
Station, and the need for
legal reform, IASL, McGill
2001, p. 11 and the next.
(ICAO Mcgill, Montreal).

36.M.L. Genk, Safety for
Space  Nuclear Reactor
Power and  Propulsion
System, [in:] Space Safety
Regulations and Standards,
J.L. Pelton, R. Jakhu (ed.),
Oxford 2010, p. 340.

37.R. Jakhu, J. Pelton, In-
ternational Study on Global
Space Governance, New
York 2017 pp. 15-63.



20 F[=01712020 Vol.3 aj)a

Space Security Law
challenges

C—
38. S.G. Gunasekara, Mu-
tually Assured Destruc-
tion: Space Weapons,
Orbital Debris, and the
Deterrence Theory For
Environmental  Sustain-
ability, ASL 2012, vol. 37,
no 2, pp. 141-164. N.L.
Remuss, Space and secu-
rity, [in:] Outer Space in
Society, Politics and Law,
Ch. Brunner, A. Soucek
(ed.), Springer 2011, pp.
547-549. S. Bhat B., Ap-
plication of environmen-
tal law principles for the
protection of the Outer
Space environment: a
feasibility study, AASL
2014, vol. XXXIX, p. 326.

39.G.A. Res 2625 (XXV),
Declaration on  Princi-
ples of International Law
concerning Friendly Re-
lations and Co-operation
among States in accor-
dance with the Charter
of the United Nations (24
October 1970 r.).

Space Policy Research

For example, there are no precise agreements as to the placement in space or on Earth of weapons
whose targets are in outer space. Another threat are space debris, which potentially limit the future
ability to use outer space, or devices that are too close to Earth - NEO (Near Earth Object), threat-
ening human health and life.3® Large losses can be caused by collisions and destruction of space
devices. These and other challenges cause the need for serious involvement in this process of all
states, mainly those engaged in space activities. That is why the concept of global security can play
such an important role. It is based on close cooperation between states, including in matters of infor-
mation transfer, organizing transfers of secure devices and joint operations, and creating the so-called
technology harmonization standards. Such cooperation is necessary due to projects that require an

appropriate level of technology and their cost often exceeds the financial capacity of one country.

Currently, space technology is managed and controlled primarily by individual states. Existing
international regulations are not adapted to facilitate global space operations. They only concern
the model of space activities of states. There is a clear lack of an international organization that
would facilitate joint efforts to maintain peace and security, and would care for the development

and use of space in the interest of all mankind.

Today, the fight against emerging threats to international peace and security is carried
out to a large extent through legal and political arrangements "ad hoc” on a "case by case”
basis. States conclude bilateral or multilateral agreements on these matters, often at the
last minute. Meanwhile, the assessment of an "ad hoc" hazardous situation may cause a
delay (which may increase the risk). Moreover, "ad hoc" agreements, from which members
of the international community can withdraw or bind themselves without political or legal
consequences, do not apply to all countries (the poorer ones usually do not participate
in them because they do not have access to the necessary technologies). National space
agencies must, first of all, satisfy the interests of their states, which is why the problems of

all mankind recede into the background.

However, there is scope for extending the existing rules to some extent in order to strengthen
peace and security and promote international cooperation of individual states in the space
field. One can point to the OST Treaty (Article Il and Article I, paragraphs 3, X and XI) and
the UN declaration on friendly relations and cooperation between states.>® On this basis, it
would be possible (with the approval of individual countries) to create an international space

organization, which, among many issues, would also deal with the issue of arms control,



security, and space technologies. International organizations can achieve goals that would be
difficult to achieve at a decentralized level. Such a space organization would be centralized (as
a negotiating, apolitical, standardization forum, fulfilling supporting functions, i.e. organizing
conferences, working groups, etc.) and being independent from the policies of each member
state, which would increase the effectiveness of the actions taken. It could play a very important
role, among others in the field of space arms control and disarmament. This organization could
own and operate space equipment and employ inspection staff. It could also, as a UN agency,
help to remove legal loopholes in international space law, e.g. on the exploitation of the natural
resources of the celestial bodies. It would also issue licenses and monitor compliance with
them and would also have the power to deal with disputes. Global cooperation would allow
the international community to effectively combat the emerging threats to international peace
and security, for which the participation and commitment of all states is essential. An important
element would be the inclusion of developing countries in space ventures. The involvement of
all communities in the space exploration process will also mean that the international space law,

now obsolete, will be modernized.*®

The rules for the peaceful use of outer space remain a challenge for the international community,
not a real international legal norm. The demilitarization of outer space is limited in nature, i.e. it is
forbidden to place nuclear weapons in it. However, the international space law does not prohibit
the passage of nuclear weapons and other weapons of mass destruction through space (unless
we are dealing with the deployment of an object in outer space). The doctrine of international
space law emphasizes that it is not forbidden to use the space for non-aggressive purposes, e.g.
to repel aggression or for the purposes of international peace and security in accordance with the
UN Charter. There is a ban on the appropriation of military bases and the installation of fortifica-

tions on celestial bodies, as well as on weapons trials and military maneuvers.

The Treaty on the Prohibition of Testing Nuclear Weapons in the Atmosphere, in Outer Space and
Under Water of August 5, 1963, which entered into force on October 10, 1963, introduced a partial
ban on nuclear experiments (it did not include underground experiments).#" Its direct effect was to
put an end to radioactive contamination of the earth's surface, water, atmosphere and outer space.
It was the first post-World War Second initiative to end the nuclear arms race. This document
was signed by over 100 countries (including Poland). Although the treaty did not stop the

nuclear arms race, it initiated negotiations on the complete elimination of weapons of mass
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destruction, which ended in 1968 with the Treaty on the non-proliferation of nuclear weapons. Ac-
cording to its Art. And each of the participants in the treaty undertook to respect the prohibition,
prevent and not carry out any test explosions of nuclear weapons and any other nuclear explosions
in any place under its jurisdiction or control. This also applied to areas (including the atmosphere,

including outer space) outside its borders.

Apart from the 1963 treaty, international space law has not been very effective in restricting
military activities. Therefore, some countries now continue to expand their military capabilities and
activities in space. The limitations of the non-discriminatory principle also apply to space technol-
ogy and objects. Article Il of the OST prohibits the appropriation of the space and celestial bodies.
In practice, this prohibition establishes outer space as a community - a place where international

cooperation of a peaceful nature is binding .42

The question here arises whether the exploitation of space and celestial bodies allows for the
exchange or transfer of technology - the text of the OST system does not mention anything
about it. At present, international regulations on trade in space technologies are too general and
are essentially limited to technologies related to ballistic and nuclear missiles or weapons of mass
destruction delivery systems. The control of trading in space technologies not directly related to
ballistic missiles is coordinated through non-binding international arrangements such as the 1966
Wassenaar Agreement*®) This lack of international control requires each country to be individually

responsible for space devices (civil and commercial) and regulation of technology trade.

The 1966 agreement was intended to contribute to the regional and international security and
stabilization system by promoting transparency and greater accountability in the transfer of
conventional weapons. Each state party should ensure that transfers of weapons do not violate the
provisions of the treaty. The Wassenaar regime was not created to embargo states, but focused
on preventing the proliferation of conventional weapons and dual-use technology for military
purposes. The agreement was supposed to contribute to regional and international security by
promoting transparency and greater responsibility of states for transfers of conventional weapons.
Licensing decisions for these weapons do not require the consent of the members of the contract;
only the exporting country is responsible. However, the participating countries must notify transfers
or refusals to sell goods on the dual-use list. This list has two categories: goods and technology.
Certain space goods and technologies (including satellite technologies) are listed as dual-use as

sensitive and very sensitive.



The Wassenaar Agreement does not contain any veto rights for participating states. In
return, they are accountable through the export control mechanism and must maintain
national control lists. In addition, all participating countries must submit reports on na-
tional export licenses to the contractual Wassenaar secretariat in Vienna. These reports
are passed on to other participating countries. It is about transparency and facilitating the
assessment of common risks. The agreement serves as a tool for the multilateral exchange
of information. However, its operation depends on the attitude of the state’s parties, as it

is soft law.

The nature of the dual-use space technologies, including the relationship between launch
devices and ballistic missiles, and the increasing military use of space creates additional
security concerns. As a result, this fragmented and non-harmonized control system causes
distrust among states. At present, states cooperate with each other on space issues on a
bilateral “ad hoc” basis. In such cooperation, states exchange only data (not technology); the

exchange is voluntary and jurisdiction and control remain in the hands of the country. 44

Any operating entity (private or state-owned) with appropriate facilities may carry out
a space object launch operation. Under Art. VI OST, however, each of them must apply
for a permit and is subject to the supervision of the state in whose territory the launch
operations take place. These countries, in turn, must coordinate this activity with the ITU
and the UN Secretariat. Due to the complex nature of the technology of ballistic devices for
launching space devices, they are not traded on the international market - only the launch
service for individual loads is sold. In this situation, only companies from countries that have
developed their own ballistic missile technologies and suitable areas for their installations:

the USA, Russia, France, China, India and Japan can participate in this business.

Inthe 1980s, after the adoption of the space treaties by the United Nations, the international
community, and especially the UN Legal Subcommittee - UNCOPUQS, formulated the
legal principles of space activities. These provisions were not included in the form of
treaties, but are included in annexes to the resolutions of the General Assembly. While
these resolutions are non-binding, there is general approval that they have value in the
development of international law relating to television or radio broadcasting and the use

of nuclear weapons.
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It should be noted that states are reluctant to give a broad interpretation to narrow terms. This
limits their national security. In the military use of satellites, the broad definition of “peaceful pur-
poses” will result in greater military use that is permitted; on the other hand, a narrower definition

of “peaceful purposes” may result in legal restrictions to some military space uses..

In the face of many difficulties in creating common security in space, space diplomacy has an
important task in creating means of building mutual trust. Information exchange and international
cooperation of states (also in the form of establishing an international organization) serve
transparency and build mutual trust, which is crucial in security matters. Transparency is an integral
part of building trust; this concept is understood here as "the degree of openness in communicating
information and a means of strategic negotiation, signaling the confidence of the parties in the
negotiations”. The level of transparency is a policy chosen and intended for different purposes.
Constructing acceptable transparent measures is a challenge, regardless of policy choices by states.
In addition to transparency, there are many confidence-building measures. Information measures
concern the disclosure of information about government policies of national security, military
potential, arms import and export, defense budget, etc. Consultative measures facilitate dialogue
between states in order to reduce the pressure and risk of an armed conflict. On the other hand,
notifications are usually used to provide information on, inter alia, state plans to conduct military
tests or other activities. Forcing mechanisms to discourage or prohibit certain harmful activities. The
means of access make it possible to verify the compliance of official statements with reality (they

may be, for example, inspections of military installations of each state-party to the agreement).

6. International Cooperation in Space

International partnerships on space security have their roots in the Second World War, when
sensitive information was marked “Eyes Only” for the nationalities of the “eyes” that could have
access to specific sorts of information. Today, five World War Il allies - United States, Australia,
Canada, New Zealand and the United Kingdom - continue to participate in a range of important
and interrelated security cooperation arrangements. During World War |l, crucial and enduring
partnerships were forged between the United States, Canada and the United Kingdom in the
Battle of the Atlantic and during the liberation of Western Europe. Similar close and enduring

cooperation also took place in the Pacific with Australia and New Zealand. While some dwell on



the role of “Ultra” or “Magic” intelligence, it's important to recall that the Allied victories were due
to a combination of a range of Failing this, dependence on third countries would persist even
though there would be a shift from direct dependence on foreign space systems (e.g. GPS) to

dependence on foreign capabilities to secure European systems.45

Space cooperation can take many forms, such as multilateral cooperation at the international or
regional level and bilateral cooperation with individual countries. Depending on the format of this
cooperation, countries may designate specific agencies or institutions as the main representative,
but the activity may involve other agencies or departments and non-governmental representatives
from industry or academia. At the multilateral level, active participation in the key space forums
(e.g., the United Nations Committee on the Peaceful Uses of Outer Space (COPUQS), International
Telecommunication Union (ITU), as well as related forums for cooperation in specific application areas
(e.g., the Group on Earth Observations for cooperation in Earth observation), is often considered a
fundamental aspect of these activities. Countries see it as both a way to exert leadership and ensure
their views are represented in relevant exchanges at the international level and a way to share

information about their space activities and learn of the activities of others.

This participation may thus influence policy debates at the national level. At a regional or bilateral
level, countries may adopt multiple mechanisms to formalize relationships—whether issuing joint
declarations or statements, signing cooperative agreements to pursue specific activities together
or to exchange data, pooling institutional or financial resources in a cooperative program, or other
methods. Regional space cooperation organizations have also emerged as a way to improve
cooperation in and coordination of space activities at the regional level. For example, the Asia-
Pacific Regional Space Agency Forum (APRSAF) seeks to advance space activities in the Asia-Pacific

region with institutions from more than 40 countries participating.

Governments occupy a range of roles in their interaction with the private sector: regulator, customer,
supplier (of technology and intellectual property), collaborator, and competitor. The way these roles
are expressed is a major influence on the development of a broader space industry outside of the
government program in a given country. Along with its role in the market as a regulator, government
also exerts considerable influence through its role as a customer. Governments must be aware of
how the choices they make in engaging the private sector through the procurement of goods and
services affects both the development of industry and the evolution of government space strategy

and programs. 4©)
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7. Conclusion

In recent years, this definition has broadened to include a wide range of political, economic
and even ethical issues. The term “space security” also means: the use of space systems for
security and defense purposes (Outer Space for security), ways to protect space devices
and systems against natural or man-made risks and ensuring the sustainable development
of space activities. sustainability). Attention is drawn to the importance of cooperation
between states at the international level, which may always hinder the enemy’s inten-
tions or even scare him away. Another term used in the meaning of “space security” is
the protection of human life and the Earth’s environment against natural threats and risks
arising from space (security from Outer Space). These considerations show how the topic
of “space security” is already extensive and how different understanding of this concept
causes a number of difficulties in space cooperation between states. That is the reason why

the law is crucial in security domain of space.

Law of security can be described as a new branch of international law. It is very needed,
but challenging, posing more questions than answers today. Space dependence and state’s
exploration growing is challenging due to the existing law. Law is a tool which very often is
used by policy decision makers today. There is a convergence of European, US and Asian
interests in the design of international standards for the exploitation of space. However, the
decisive factor here is the political will of the states that make decisions at both national

and international levels.

The development of space technologies in recent times and the diplomatic action carried
out by the states involved in the process of using the space indicate that conflicts in space
are still possible. Even American observers predict such a situation. Conflicts on Earth can
have their consequences in outer space, with devastating consequences for the security of
space and all nations on Earth. Today, more and more countries are using or planning to
use space for military purposes. In addition, more and more civilian satellites are used for
military purposes. There is also a process of transition from militarization to the arming of
space. Maintaining the principle of the peaceful use of space is becoming more and more
difficult. Hence, more attention is paid to the issue of security in space and international

regulations related to it - space security.



Currently, therefore, it is possible to consider the legitimacy of creating a new section in
international law, which is the space security law. This law deals not only with the study of the
military activity of states, but also with the commercial activities of private entities in space and

with the problems of protecting humanity against various dangers coming from space.

Key words : space security, legal challenges, militarisation, weaponisation, space security law
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1. Article IV

States Parties to the Treaty
undertake not to place in orbit
around the earth any objects
carrying nuclear weapons or any
other kinds of weapons of mass
destruction, install such weapons
on celestial bodies, or station
such weapons in outer space in
any other manner.

The moon and other celestial
bodies shall be used by all States
Parties to the Treaty exclusively
for peaceful purposes. The es-
tablishment of military bases,
installations and fortifications, the
testing of any type of weapons
and the conduct of military ma-
noeuvres on celestial bodies shall
be forbidden. The use of military
personnel for scientific research
or for any other peaceful pur-
poses shall not be prohibited.
The use of any equipment or
facility necessary for peaceful ex-
ploration of the moon and other
celestial bodies shall also not be
prohibited.
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NRO EnhancedView Service with NRO for the access to $300M/year
@al=) WorldView series is up for renewal in late 2020 y
NGA Contracts with NGA for Change Detection and Land $20M
MAXAR al=) Cover Classification Services in April 2020
(o]=) EMSA ClearjseaNet contract frarn.elwork for Qata anld VAS $22.5M
oa) provision to EMSA for maritime surveillance in 2018 (4-years global
e (part of a consortium) contract)
U.S. DHS | Contract with U.S. Department of Homeland Security $23M
a=) in June 2020 for tracking vehicles behavior (5 years)
ESA ESA and EC contract for satellite HR imagery provision
oot , , oo $25M
(FE) in a consortium led by Airbus is expected to be
- (2 years)
AIRBUS renewed in 2021
(ZH2) |French Navy| Contract for provision of VAS maritime surveillance for = $8M
(Z2tA) French Navy with Telespazio is expected to be renewed (4 years)
NGA In October 2018 and April 2019, NGA signed imagery $5.9M /
(0]=2) supply 6-months contracts contract
NRO After NRO licensed Planet in 2019 to better understand
©|2) systems capabilities, NRO announced multi-purchase Unknown
contract for commercial Imagery in 2021
NASA Respectively in April 2019 & 2020, NASA signed with $13.7M
| (aj=) Planet for imagery purchase research purpose (4 years)
Planet
@=) ESA In August 2019, Planet was selected by ESA as Third
o Unknown
(=) Party Missions under assessment through EDAP
ESAEC Renewal of ESA and EC contract for satellite HR $25M
(£3) imagery provision in a consortium led by Airbus (2 years)
NMSO In March 2020, NMSO contracted Planet to monitor Unknown
(PHLICH | mining trespass violations thanks to PlanetScope (1 year)
Granular In 2018, Planet signed a 3-year multimillion dollar Unknown
al=) contract with Granular for satellite imagery supply
After NRO licensed BlackSky in 2019 to better
NRO understand systems capabilities for national security,
Black Sky o v P Y Unknown
al=) NRO announced multi-purchase contract for
@=) . .
commercial Imagery in 2021
) In July 2020, contract with U.S. Air Force to monitor
U.S. Air . .
Black Sky coronavirus outbreaks and to detect anomalies by
(01=) (Fl;)|r—_§fe) tracking logistics depots, maintenance facilities, Unknown

petroleum reserves and airports

X}&: Euroconsult (2020), “Earth Observation Data & Services Market”
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G20 event on the space economy

+ Opened with an address from HRH Prince Sultan bin Salman (he flew on the 1985 Discovery
mission)

+ Space agencies of the G20 countries were represented including Korea (Presidents / DGs — some
with video interventions) and the European Union. Both the United Nations Office for Outer Space
Affairs (UNOOSA) and the OECD presented at the event

« Around 100 participants
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Value added in Economic & Social Impact in Thai Space Industry

Social Impact $189 million Dollar

Value addad from investment
in Sodal sector.

Ex. - Emp
fram Thet

The Size of Thai Space
Industry in 2018

Economy &
Social Impact

$1,148

million Dollar

| Bervefit

Economy Impact
$959 million Dollar

Economic impact under Employment.

Type Number of people

Oirect amuact 18371
Vot ugstream 2556
Comratrasn iraatny
& Wider Zpace Ecomamy ssay

| induced impact 1 10338
Total 36,862

Revenue of 2 promising aspect of Thal space industry.

Cors Space Indestry Upstream kadustry  Dowmersem industry  Inducod Impact
& Whow Seace Econoey

$196 $248 $336 $179

milionDoler  mikos Doter wiben Deslar milien Doker

* Sccrce: Natioral institute of Development Administration, 2019,
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Space in the ASEAN

The Committee on Sci Technology and I ion (COSTI)
SCOSA
ASEAN Sub-Committee on Space Technology and Applications (SCOSA)

v
& e

@.—.Rl:ﬂ

ASEAN Research and Training Center for Space Technology and Appli

101




Space Policy Research

01712020 Vol3 £}

U

3|(The Committee on Science, Technolo-

1912

EER

OofMIeh =7+

o

S:
=]

8 ObMiete] Lok

=2 E
= S

| HE{7} 210] o]

els

gy and Innovation, COSTI) LS| RF7|&E21}2|

K

OfAfletol

[
=

ol

Bi=of =
O|C}. Z#Hsots T4 HEfA oM

2H(Eastern Economic Corridor, EEQ)E

bs (k=2

=
=)

3

A
(=}

__rl

o
ol

7ol
oF

1o
ol

wop?

o RF AEE O] EXI5t

L
—_

m 3.4VC

366

=
[

£ Y3lolH LR E

AR 10047} Atel 7kx

=53 eUz

=3, 9o

= 22Y AF 720

IR

9| 7|

SpaceX

JtetE

RESHIE SRS

al
=

17 HEx}

[u}

2 SFE0|A=

I} &
7513

st
Aot E7ks

AR
sz

Rr

0| ULt Ol=, &=, 55 ¢

L
[

HE
=T

Holnf E5| £7|7

=
-

FHo{stn Tt

ZA0|o| S2|LIZt 24| 10157} 7| 20] SXfof

=
=

[of Exp7|

42 20-100 2 E £Xt5

EAe| dSAR0f w2t Atedo

o FAS A2 4 1-109 FE20]1, HIX7HE|E

1= ixiel

Pk

alzbext




103

Mot 7hz

xof
Sxt

X

}

(<)
el

off vl =2

10| A0, H|

=
=

Jrn R

tol 7|1&

=]
oSS
Il

=

M
A

2]
ZHXIA A0 A7 | R ez

74 Z4xH 2

of 7t
3 =

=]
e

Ik A SEAIEOIN 2] ZME Lt

[

Ao Helct m2|x|of of

A=QEIH|

at
=
Ao
FACH
g|

A2 E5f oF 83y 7o EX &

b 7Fx|off

el

|.

[

[

E
e
x|tat
f sct
5]
o5
0] =kl

ct

o

[

[

fi<lofl B

5]

F

oy 7lse &
otAl_

tol YR E ¥ 0|0, 2020'F FHRLFEO0f 0|+ ECI=E

22l ZHOM HA|

=13
=
A
=jps

=

a4, M
o

m2[X| &3F= 2XHH Q|
o

X 20| O mECiE
o

==

F

(el

S
X Z{xH =

171940] 2RI

[eLy )

X2

q

| AXILOf QIZAH| 7}

Of Z =|0{RU0f EAL

o]

=l

3
ol
AN

=
=

2021-202230f| LAt

mE{ AT} EX}F
AlE o ZHE

7

Felwo| ot 20f2 712
t710il ==& A|E oIt RFIHLO| 71X

|, f2(Lt2t
S an

S
[u}

A
[
=
[

9

[

t

LIE|Zt ot ZHl, 2|1,

o
e

=a|
5
43

ey

=
2|Lt2t
o x|&
0| |11

AMAsHIon{ 20203 X 3XF EX

QIHoZ O|R0ZI H2|X|
m 4.2 233N

X9 olmat 7
m 4.1 2%

2o1ez
Fotg,

Ol
ck &
e

o
-
Lt
=
ol

iy

Bl

S 7R

3 otz

Ofoi| A Ofcef

=
e

o 24

=
=

7b Aet RE|LpEt LR



Space Policy Research

104 235291712020 Vol.3 @a

0| E5tod o

.l

OH_
ofu

=t

2| =

M=

5

LERIESE 2

sicts E50| Ylof HRo=HE|9)

~NO
Bl
K
11

m 4.4 232w

o

Ho
il

i

Moz

ti=l= FA0/0 2X
|H &2 S S8 AT ETY 42| UN COPUOS 2|E{A0]

F

280l =

CHRF

St

S

= 22 0|xof oy

SETIRILH7I0I=2RI(LTS)E

2|Lf2h= UN COPUOSE

o
—

ZHolct

Ystel=
Lo



